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ABSTRACT

To harness computer and communication
technologies to support vehicular infrastructure
control , driver — vehicle authentication and
significantly tracking the vehicle movement.

It connects the connect the driver’s cell, the vehicle
based GSM/Bluetooth system and the administrator
In client server network.
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OBJECTIVE

To replace the physical vehicular keys by mobile
phone generated session keys. Also enabling the
effective tracking of vehicle movement via GSM
based BTS( base transceiver station monitoring)
and transmitting critical data through net to vehicle
via server administrator .
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INTRODUCTION

The following are steps to establish authentication between the driver and
the vehicle:

1. Driver requests a session key from the server
2. Server provides it with a session key, the same is stored into

the vehicle account.
3. As the driver tries to establish the communication with
vehicle, both the session keys are matched ,
> if true then driver obtains access to start and operate
the vehicle.
> if false then driver is restricted the permission to
operate the vehicle.
4. The vehicle is tracked by BTS reception ( on vehicle GSM ).
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EXISTING SYSTEM

Driver uses a physical metallic key to initiate the
mechanism of vehicle

Limitation of existing system :
1.Driver might lose the key.
2.Key might fall into wrong hands.
3.Difficult to replace a key.
4. Number of duplicate keys can be produced.
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PROPOSED SYSTEM

Replacing the physical key ,by session key mechanism between
the driver’s mobile and vehicle based device, connected

through the server.
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ARCHITECTURE

Vehicle —fitted with GSM and
bluetooth system
Pass session key

4 Response of session key i

compare server
key

Request for session key (UID + VID)

Driver’s mobile
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Call Flow Events and Actions

Request session key( UID +VID) >

Grant session ke
| y

Copy session key

Driver authenticates

himself Server can posts som
content on net
Store information St inf fion int
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information to driver < Yy
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Communication
- between Vehicle and Remote Server over

GSM / GPRS
- between Vehicle and Driver over Bluetooth

Rural zone
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Web Screenshots -

Registering Drivers and Vehicle
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Web Screenshots - .
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Mobile Screenshots
Driver login and request access to vehicle
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Mobile Screenshots
Unlocking the vehicle with Digital Key
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Vehicle console Screenshots
Check Driver Keys
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Session Management between multiple
user digital keys in vehicle using threads

spring framework
session management

session id
44

session id
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REQUIREMENTS

1.Java ME for cell based application

1.Vehicle fitted with GSM and
2.JSP/servlets for web pages

Bluetooth.
2.Mobile phone or PDA for each 3.JDBC for connecting with backend
driver. 4.Simulation tools ~NS2

3.Administrator system as server.
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